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| think there is a world market for maybe five computers.”

-- Thomas Watson, chairman of IBM, 1943
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why look at the data?

Almost all documents are now ‘word processing” documents.
Nearly all business activities are now computerized

E-mail communications have surpassed telephone and postal ( snail mail )
communication.
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Electronically Stored Information in Litigation

Frequently we are presented with data that appears perfectly normal and
supports a particular side to a case. Unfortunately software, by its very
nature, displays data not inits natural form but rather in a sorted and

organized form.
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Flectronically Stored Information in Litigation

What you don't see:

- Data that has been manipulated will not be evident when looking at reports
generated by the reporting system.
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Metadata:
- Data about (the) Data
- Information stored inside the electronic evidence that tells you more
about the information that is presented than meets the eye.
- Who entered the data
« Who last edited the data
- How many versions of the document have there been
« Where the photo was taken
- What kind of camera took the photo
« What version of AutoCAD created the document
- What version of Outlook created the email
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How am I going to get there?

Review a Civil Case where data was manipulated in a medical billing system

Show how data can be manipulated in EMR systems

Review a Civil Case where Email was Fabricated.

And various other subjects
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Case Background

Plaintiff Company:
Contracted to bill for a high end medical specialist with his own
surgical facility.
Maintained:
- That they properly billed for all services.
» The did so in a timely manner.
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Case Backgrou

Defendant Doctor/Surgical Facility
- Maintained that the Plaintiff did not b
« Determined that the Plaintiff chose to c
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Case BS ( Before Scott )

Procedural issues of the billing dispute

Discovery disputes - billing company claimed
that it didn’t have certain data

Arbitrator failed to order production of
billing software until eve of arbitration
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Special Master Tasks

Evidence Solutions was tasked with analyzing the
software and determining what standard reports were
available from the system

Unable to get the software running we decided to
look at the data.
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12980 1692

02/18/09

PRIMARY

PRIMARY

Recno Claim Idnum Date Type Note

12966 3167 1279 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12967 3216 1279 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12968 1249 774 01/14/09 SECONDARY SECONDARY CLAIM PRINTED
12969 1246 774 01/14/09 SECONDARY SECONDARY CLAIM PRINTED
12970 1541 845 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12971 3221 1369 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12972 3084 1369 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12973 1778 968 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12974 1333 818 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12975 2849 1295 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12976 2858 1304 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12977 1392 830 01/14/09 PRIMARY PRIMARY CLAIM PRINTED
12978 1834 485 02/18/09 PRIMARY PRIMARY CLAIM PRINTED
12979 1692 485 02/18/09 RECEIPT CLAIM RECEIPT PRINTED

485 CLAIM

PRINTED
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Patient

Claims with No Payment Detail Report (nopa:
Sorted by 'Claim'.

Claim Claim Claim Procedure
Date Dateent Number Provider Amount
02/22/05 04/13/05 T3 B 3,000.00
04/13/05 04/13/05 79 B 124500500
Total for: April 16,000.00

Grand Total for Report: 16, 000.(

[
[



mentclaims).

Payment

Amount %
0.00 0.0
0.00 0.0
0.00
0.00 0.0

Adjustment
or Writeoff
Amount

-3,500.00
-12,500.00

-16,000,00

-16,000.00

Write off Activity
% Date Dateent
100.0 09/27/05 09/27/05
100.0 12/31/06 05/14/09
100.0
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Hospital systems are a focal point in many Medical Malpractice cases.
A common mis-conception is that the “Audit Log" is the gospel.

Unfortunately the “Audit Log™ is just Data. It can be manipulated just like any other
data.

Don't trust the software.
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Data Being Written to the EMR

Mr. Scott Greene
Box 42047
Tucson, Az 85733

Dr. Jones
PCP

Date of Last Visit: 3/5/2013
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Mr. Scott Greene

Box 42047 i

x Record  Field from To

TucSon, Az 85/%3 5674565 First Scott
5674566 Last Greene
5674567 Address Box 42047

Dr. JoneS
PCP

5674568 (ity Tucson
5674569 State Az
5674570 PCP Dr. Jones
5674571 Visit 3/5/2013

Date of Last Visit:
3/5/2013

Create initial data
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Mr. Scott Greene
Box 4204/
TucSon, Az 85/33%

Dr. JoneS
PCP

Date of Last Visit:
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Audit Log

Record  Field From To

5674565 First Scott
5674566 Last Greene
5674567 Address Box 42047
5674568 C(ity Tucson
5674569 State Az
5674570 PCP Dr. Jones

5674571 Visit 3/5/2013
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Record Field  From To EmplID  When
6585841 Address Box 42047 Box 41150 568529 4/20/2013

Single Data Field Edit
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Mr. Scott Greene
Box 42047
TucSon, Az 657%%

Audit Log Table

Record  Field From To

5674565 First Scott
Dr. JonesS 5674566 Last Greene

674567 Address Box 42047
PCP 5674568 (ity Tucson

5674569 State Az
5674570 P(P Dr. Jones
5674571 Visit

Date of Last Visit:

Edit both the patient
record & the Audit Record
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Mr. Scott Greene
Box 4204/
TucSon, Az 85/33

Dr. JonesS
PCP

Date of Last Visit:
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Record  Field From To
5674565 First Scott
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5674569 State Az
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Mr. Scott Greene
Box 42047
TucSon, Az 657%%

Audit Log Table

Record  Field From To
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From: "John C Plaintiff" <John@ Lost-Tech.com>
To: <Mark@manufacturer.com>

Cc: "Robert Z Defendant” <Robert@ LostTechnologies.com>
Sent: Friday, March 03, 2006 3:35 PM
Attach: Image Of Product.pdf

Subject: Emailing: Image of Product.pdf

Mark,
Please find attached a picture of our new product that we discussed.

Thanks,

John
President
Lost Tech, Inc.

www. LostTechnologies.com
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Attach: Image Of Product.pdf
Subject: Emailing: Image of Product.pdf

Mark,
Please find attached a picture of our new product that we discussed.

Thanks,

John

President

Lost Tech, Inc.

www. LostTechnologies.com

ISO 9001:2000 * ISO 14001 * 1ISO18001 * UL Listed

E-mail: Robert@ LostTechnologies.com

The message is ready to be sent with the following file or link attachments: Image Of Product.pdf

Presented by Scott Greene, Senior Digital Forensics Examiner
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From: “John C Plaintiff” <JohnP@Lost-Tech.com>

To: “<Mark@manufacturer.com>" <Mark@manufacturer.com>
Cc: “Robert Z Defendant” <Robert@Lost-Tech.com>

Sent: Friday, March 03, 2006 3:35 PM

Attach: Image Of Product.pdf

Subject: Emailing: Image of Product.pdf

Mark,
Please find attached a picture of our new product that we discussed.

John

Lost Tech, Inc.

www.LostTechnologies.com

150 9001:2000 * IS0 14001 * 15018001 * UL Listed

E-mail: JohnP@LostTechnologies.com

The message is ready to be sent with the following file or link attachments: Image Of
Product.pdf
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“MS Exchange Server version 6.5.7638.1"
Emailing: Image of Product.pdf

Return-path: <>

From: “John C Plaintiff” <JohnP@Lost-Tech.com>
To: “<Mark@manufacturer.com>" <Mark@manufacturer.com>
Cc: “Robert Z Defendant” <Robert@Lost-Tech.com>
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From: “Robert Z Defendant” <Robert@LostTechnologies.com>
To: robertzdefendant@yahoo.com;

Sent: Thursday, 9:29 AM

Subject: FW: Check This out?

funny mpeg

Computer Forensics Expert Witness Copyright Evidence Solutions, Inc. Presented by Scott Greene, Senior Digital Forensics Examiner



Computer Forensics in Fraud Investigations: Association of Certified Fraud Examiners - Arizona Chapters Joint Meeting

‘rom: Robert Defendant

To: robertzdefendant@yahoo.com

Return-Path: < Robert@LostTechnologies.com>

Subject: FW: Check This out?

Produced By Microsoft Exchange V6.0.6249.0

Date: Thu, 30 Mar 2006 08:29:26 -0800

From: "Robert Defendant” <Robert@LostTechnologies.com>
To: <robertzdefendant@yahoo.com>

Computer Forensics Expert Witness Copyright Evidence Solutions, Inc. Presented by Scott Greene, Senior Digital Forensics Examiner



Computer Forensics in Fraud Investigations: Association of Certified Fraud Examiners - Arizona Chapters Joint Meeting

From: <Jose McCormick>
To: <" John C Plaintiff”>

Date: Monday, October 02, 2006 1:14 PM

Subject: new product status
CC: <Mrs Plaintiff>

John,

We've started on new product. It isn't perfect yet.
Jose

Computer Forensics Expert Witness Copyright Evidence Solutions, Inc. Presented by Scott Greene, Senior Digital Forensics Examiner



Computer Forensics in Fraud Investigations: Association of Certified Fraud Examiners - Arizona Chapters Joint Meeting

"MS Exchange Server version 14.02.5004.000
Subject: new product status

The problem is:
Build:14.02

Rollup 3 for Exchange Server 2010
Service Pack 2 May 29, 2012
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Exotic Handmade (ars
Made in Phoenix Arizona
This company builds millions of dollars of these cars every year

JuSt out of curiosity what do you picture?
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what happened?

The partners broke up over some significant funds

One partner managed to raise the funds to Reep the
company

The departing partner claimed they took nothing

Computer Forensics Expert Witness Copyright Evidence Solutions, Inc.



what Happened?
The departing partner claimed they took nothing

After a time we were able to capture a copy of the
departing partner's

Examination revealed references to previous company
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Source Code Copyright Case

Game Company, Inc. writes game software

It is sold on a lease basis and Game Company receives a
payment for playing of the game as well.

The market for this particular software is very lucrative.
Their software was aging
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Source Code Copyright Case

We Plagiarize Stuff, LLCis a software development firm
They write programs for hire

They claim they have game Rnowledge

They show game knowledge
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Source Code Copyright Case

Game Company, Inc. hires We Plagiarize Stuff, LLC to re-write
their software.

They meet several times.

Game Company gives We Plagiarize Stuff a complete network
with all of their software running on it so that We Plagiarize

Stuff can see how the software is supposed to operate.
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Source Code Copyright Case

Game Company, Inc. hires We Plagiarize Stuff, LLC to re-write
their software.

They meet several times.

Game Company gives We Plagiarize Stuff a complete network
with all of their software running on it so that We Plagiarize
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Source Code Copyrig
Game Company gives We Plagiarize Stuff a (D of their source code

ney begin to discuss a contract

ney continue to discuss a contract
1ey continue to discuss a contract
ney continue to discuss a contract

— - <4 —
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Source Code Copyrig

on 't reach contract fruition.
ay’s
everything back to Game Company.
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Source Code Copyright Case

Fast forward to 9+/- months later

Game Company receives notice that one of their clients is not renewing it's contract
with Game Company.

After a little while Game Company receives another notice from another client.
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ht Case

Evidence Solutions, Inc. was hired to review the two system’s source code and determine if the
source code was copied.

We Plagiarize Stuff claimed they couldn't read the Source Code (D.

The screen layouts matched on many screens, almost identically...

[/
- ===

Source Code Copyri;
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evidence solutions, inc.

Equipment & Media Chain of Custody

BlackBox

CellPhone

Model:

S/N:

Jumpers:

Additional:

From:

To: Evidence Salutions, Jnc.

Date:

Time:

Location:

Signature:
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What to do / How to do it.

Meta Data is Everywhere
~ it can tell a much different story than the data

How does you know when to call for help?

- upfront a consultant can steer you in the right direction
- data that looRs suspicious

- if it is too good to be true, it probably is

Computer Forensics Expert Witness Copyright Evidence Solutions, Inc. Presented by Scott Greene, Senior Digital Forensics Examiner



“THgital Bvidance and Foransic Investigation”

Suott ireene
Evidence Solutions, Inc.

Evickerce Salutioms. ne.
Camples Elerbromic Fadence
InPLUK English,
O 10 Years Exparience

Evidencebalutions.com
B65-795- T166

SenttiiEvidencaSalutiams com

I
R —
-
:.ﬂu.--“ vy i
e opneed =
:...-»:‘......-w-‘
o S i,
[
iy e i
T,
e
i
S — it
SR ———

IR
e i ey S
T e e

e

it 1 pnster TRERS
- el O
e
= 5
_-—«-"""-"
i
St gy
::‘:’"-‘-q-_u..
Erri
LT
=
=
el
L R
[ra—
- el
—— fresirsee rre1
=EI
I
e ——
Soeri: Code Uopyriet
gy -
Ty b esies B
s o g g gt e
o vl i g £ 0t S
Lo i e
What to do / How to do it
s e
Soimie o Copright bt imdl ek what ragpeacdt
R et b e Tordpatagaten dr By sy
e e e e e
e e P — ke e gty
g anagpatai

A .




Computer Forensics in Fraud Investigations: Association of Certified Fraud Examiners - Arizona Chapters Joint Meeting

Scott Greene
Evidence Solutions, Inc.

Evidence Solutions, Inc.
Collects, Analyzes, & Explains complex
Electronic Evidence in PLAIN ENGLISH.

Over 30 Years Experience

EvidenceSolutions.com
866-795-7166

Scott@EvidenceSolutions.com
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