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Chicago Illinois Computer Forensics Expert Witness / Chicago Illinois Computer Forensics Company

Scott Greene, Expert & Founder, Evidence Solutions, Inc.

Presentation: “Digital Evidence and Forensic Investigations”

For 30 years, Scott Greene has been helping owners, CEO’s, managers and IT departments

understand data. Scott Collects, Analyzes and Explains Complex Electronic Evidence in Plain

English.

He was the founder of Great Scott Enterprises, Inc., which provided superior computer consulting

services. The array of services included: custom programming, database design optimization,

administration of databases, evaluation of existing systems to ensure optimal efficiency, profitability

analysis, as well as design and implementation of knowledge base systems.

In 2008 he created Evidence Solutions, Inc., a full service Computer, Technology & Digital Forensics

firm, from the Technology Forensics department of Great Scott Enterprises.

Scott’s extensive knowledge draws clients to him from all over the United States as well as

Internationally for consulting and expert witness services in the field of Computer, Technology &

Digital Forensics. His extensive and diverse experience allows him to be an expert in many facets of

computer & digital technology. He is a sought after speaker and educator and travels throughout the

country presenting to local, regional, national and International organizations.
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"The Nuts gt BoltS of Requesting, Searching For 
and [Zing Electronically Stored Information'. 

Scott Greene 
Evidence Solutions, Inc. 

Evidence Solutions, Inc. 
Collects, Analyzes, & Explains Complex Electronic Evidence 

In PLAIN English. 

Over 30 Years Experience 

EvidenceSolutions.com  
866-795-7166 

Scott@EvidenceSolutions.com  
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Electronically Stored Information in Litigation 

Frequently we are presented with data that appears perfectly normal and 
supports a particular side to a case. Unfortunately software, by its very 
nature, displays data not in its natural form but rather in a sorted and 
organized form. 



Electronically Stored Information in Litigation 

What you don't see: 

• Data that has been manipulated will not be evident when looking at reports 

generated by the reporting system. 



Metadata: 
• Data about (the) Data 
• Information stored inside the electronic evidence that tells you more 

about the information that is presented than meets the eye. 
• Who entered the data 
• Who last edited the data 
• How many versions of the document have there been 
• Where the photo was taken 
• What kind of camera took the photo 
• What version ofAutoCAD created the document 
• What version of Outlook created the email 
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How am I going to get there? 

Review a Civil Case where data was manipulated in a medical billing system 

Show how data can be manipulated in EMR systems 

Review a Civil Case where Email was Fabricated 



Case Background 

Plaintiff Company: 
Contracted to bill for a high end medical specialist with his own 
surgical facility. 

Maintained: 
• That they properly billed for all services. 
• The did so in a timely manner. 



Case Background 

Defendant Doctor/Surgical Facility 
• Maintained that the Plaintiff did not bill timely 
• Determined that the Plaintiff chose to concentrate on the large ticket bills 



Case BS ( Before Scott 

Procedural issues of the billing dispute 

Discovery disputes - billing company claimed 

that it didn't have certain data 

Arbitrator failed to order production of 
billing software until eve of arbitration 



Special Master Tasks 

Evidence Solutions was tasked with analyzing the 
software and determining what standard reports were 

available from the system 

Unable to get the software running we decided to 

look at the data. 



The firSt report from the database. 
Recno Claim Idnum Date Type Note 

12966 3167 1279 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12967 3216 1279 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12968 1249 774 01/14/09 SECONDARY SECONDARY CLAIM PRINTED 
12969 1246 774 01/14/09 SECONDARY SECONDARY CLAIM PRINTED 
12970 1541 845 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12971 3221 1369 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12972 3084 1369 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12973 1778 968 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12974 1333 818 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12975 2849 1295 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12976 2858 1304 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12977 1392 830 01/14/09 PRIMARY PRIMARY CLAIM PRINTED 
12978 1834 485 02/18/09 PRIMARY PRIMARY CLAIM PRINTED 
12979 1692 485 02/18/09 RECEIPT CLAIM RECEIPT PRINTED 
12980 1692 485 02/ 18/09 PRIMARY PRIMARY CLAIM PRINTED 
12981 2201 878 02/26/09 RECEIPT CLAIM RECEIPT PRINTED 
12982 280) 231 12/31/06 STATEMEN STATEMENT PRINTED >120 
12983 283' II? 43 12/31/06 ,TATEMEN STATEMENT PRINTED >120 
12984 272 209 12/31/06 S TATEMEN STATEMENT PRINTED >120 
12985 1799'. 80 12/31/06 S TATEMEN STATEMENT PRINTED >120 
12986 1871 Irg 80 12/31/06 STATEMEN. STATEMENT PRINTED >120 
12987 1897) 987 12/31/06 S TATEMEN STATEMENT PRINTED >120 

1966 	0987 12/31/06 STATEMEN STATEMENT PRINTED >120 
12989 328211416 , 12/31/06 STATEMEN STATEMENT PRINTED 31-60 

TIM 



Resp Dateent Timeent Whoentered 
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12:32 
12:32 
12:32 
12:32 



Claims with No Payment Detail Report (nopa 
Sorted by 'Claim'. 

Claim 
Patient 	 Date  

Claim 	Claim 
Dateent 	Number 	Provider 

Procedure 
Amount 

75 02/22/05 04/13/05 3,500.00 

77 04/13/05 04/13/05 	7 12,500.00 

Total for: 	April 16,000.00 

Grand Total for Report: 16,000.00 



mentclaims). 

Payment 
Amount 

Adjustment 
cr Writeoff 

Amount 

	

0.0 	-3,500.00 

	

0.0 	-12,500.00 

 

Write oil 
Date 
09/27/05 

12/ 31/06 

   

  

Activity 
Dateent  
09/ 27/05 

05/14/09 

 

0.00 
0.00 

100.0 

100.0 

  

0.0C -16,000.00 

0.00 	0.0 	-16,000.00 
	

100.0 



Hospital systems are a focal point in many Medical Malpractice cases. 
A common mis-conception is that the "Audit Log" is the gospel. 

Unfortunately the "Audit Log" is just Data. It can be manipulated just like any other 
data. 

Don't trust the software. 
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Data Being Written to the EMR 

Mr. Scott Greene 
Box 42047 
Tucson, Az 85733 

Dr. Jones 
PCP 

Date of Last Visit: 3/5/2013 



Mr. Scott Greene 
Box 42047 
TVGSon, Az 85733 

Dr. Jones 
PCP 

Date of Last Visit: 
3/5/2013 

Audit Log 

Record Field From To 
5674565 First 	Scott 
5674566 Last 	Greene 
5674567 Address 	Box 42047 
5674568 City 	Tucson 
5674569 State 	Az 
5674570 PCP 	 Dr. Jones 
5674571 Visit 	31512013 

Create initial data 

1 



Mr. Scott Greene 
Box 42047 
Tu: joSonne, sAz 85733 

PCP 

Date of Last ViSit: 
3/5/2013 



Audit Log 

Record 	Field 
5674565 First 
5674566 Last 
5674567 Address 
5674568 City 
5674569 State 
5674570 PCP 
5674571 Visit 

From To 
Scott 
Greene 
Box 42047 

Tucson 
Az 
Dr. Jones 
3/5/2013 
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Record 	Field 	From 	To 	Empl ID When 
6585841 Address Box 42047 Box 41150 558529 4/20/2013 Box 41150 

Single Data Field Edit 
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Record 	Field 	From 	To 	Empl ID When 
6585841 Address Box 42047 Box 41150 568529 4/20/2013 

I 
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Mr. Scott Greene 
Box 42047 
Tucson, Az 85733 

Dr. JoneS 
PCP 

Date of Last Visit: 

Audit Log Table 

Record Field From To 
5674565 First 	Scott 
5674566 Last 	Greene 
56/4567 Address 	Box 42047 
5674568 City 	 Tucson 
5674569 State 	Az 
5674570 PCP 	 Dr. Jones 
5674571 Visit 

Edit both the patient 
record & the Audit Record 



Mr. Scott Greene 
Box 42047 
TucSon, Az 85733 

Dr, Jones 
Pop 

Date of Last Visit 



Audit Log Table 

Record Field From To 
5674565 First 	Scott 
5674566 Last 	Greene 
5674567 Address 	Box 42047 
5674568 City 	Tucson 
5674569 State 	Az 
5674570 PCP 	Dr. Jones 
5674571 Visit 
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Mr. Scott Greene 
Box 42047 
Tucson, Az 85733 

Dr. JoneS 
PCP 

Date of Last Visit: 

Audit Log Table 

Record Field From To 
5674565 First 	Scott 
5674566 Last 	Greene 
56/4567 Address 	Box 42047 
5674568 City 	 Tucson 
5674569 State 	Az 
5674570 PCP 	 Dr. Jones 
5674571 Visit 

Edit both the patient 
record & the Audit Record 



From: "John C Plaintiff" <John@Lost-Tech.com> 

To: <Mark@manufacturer.com> 

Cc: "Robert Z Defendant" <Robert@LostTechnologies.com> 

Sent: Friday, March 03, 2006 3:35 PM 

Attach: Image Of Product.pdf 

Subject: [mailing: Image of Product.pdf 

Mark, 

Please find attached a picture of our new product that we discussed. 

Thanks, 

John 

President 

Lost Tech, Inc. 

www.LostTechnologies.com  
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Sent: Friday, March 03, 2006 3:35 PM 

Attach: Image Of Product.pdf 

Subject: Emailing: Image of Product.pdf 

Mark, 

Please find attached a picture of our new product that we discussed. 

Thanks, 

John 

President 

Lost Tech, Inc. 

www. LostTechnologies.corn 

ISO 9001:2000 * ISO 14001 * IS018001 * UL Listed 

E-mail: Robert@LostTechnologies.com  

The message is ready to be sent with the following file or link attachments: Image Of Product.pdf 
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From: "John C Plaintiff' <JohnP@Lost-Tech.com› 
To: "<Marh@manufacturer.com>" <Mark@manufacturer.com› 
Cc: "Robert 7 Defendant" <Robert@Lost-Tech.com› 
Sent: Friday, March 03, 2006  3:35 PM 
Attach: Image Of Product.pdf 
Subject: Emailing: Image of Product.pdf 

Mark, 
Please find attached a picture of our new product that we discussed. 
John 

Lost Tech, Inc. 
www.LostTechnologies.com  
ISO 9001:2000 * ISO 14001 *15018001 * LIL Listed 
E-mail: JohnP@LostTechnologies.com  
The message is ready to be sent with the following file or link attachments: Image Of 
Product.pdf 
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"MS Exchange Server version 65.7638.1" 
Emailing: Image of Product.pdf 
Return-path: <> 
From: "John C Plaintiff' <JohnP@Lost-Tech.com> 
To: "Mark@manufacturer.com>" Mark@manufacturer.com› 
Cc: "Robert Z Defendant" <Robert@lost-Tech.corn› 
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From: "Robert Z Defendant" <Robert@LostTechnologies.com› 
To: robertzdefendant@yahoo.com; 
Sent: Thursday, March 30, 2006 9:2g AM 
Subject: FW: Check This out? 
funny mpeg 
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From: Robert Defendant 
To: robertzdefendant@yahoo.com  
Return-Path: < Roberta LostTechnologies.com› 
Subject: FIN: Check This out? 
Produced By Microsoft Exchange V6.0.6249.0 
Date: Thu, 30 Mar 2006 08:29:26 -0800 
From: "Robert Defendant" <Robert®LostTechnologies.com› 
To: <robertzdefendant@yahoo.com› 
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From: <Jose McCormick> 
To: <"John C Plaintiff'> 
Date: Monday, October 02, 2006 1:14 PM 
Subject: new product status 
CC: <Mrs Plaintiff> 

John, 
We've started on new product. It isn't perfect yet. 
Jose 
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HMS Exchange Server version 14.02.5004.000" 
Subject: new product status 

The problem is: 
Build:14.02 
Rollup 3 for Exchange Server 2010 
Service Pack 2 May 29, 2012 
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Other SourCeS of Data 

AutoCAD Versioning 
• AutoCAD has built in versioning 
• Enterprise Document Management System (EDMS) 
• Vault Collaboration - Autodesk Versioning on steriods 
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This manufacturer used SolidWorks 
• 3D CAD 
• Product Data Management 
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Driver Miles Today: 
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Driver Name: 
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Co-Driver Miles Today: 
	

QC Co-Driver Name: 
Vehicle Miles Today: 
	 41 4 1 
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What to do /How to do it. 

Meta Data is Everywhere 
— it can tell a much different story than the data 

How does a lawyer know when to call for help? 
- upfront a consultant can steer an attorney in the right direction 
- data that looks suspicious 
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What to do / Hove mdo II. 



Scott Greene 
Evidence Solutions, Inc. 

Evidence Solutions, Inc. 
Collects, Analyzes, & Explains complex 
Electronic Evidence in PLAIN ENGLISH. 

Over 30 Years Experience 

EvidenceSolutions.com  
866-795-7166 

Scott@EvidenceSolutions.com  
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