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The Commute

e Enter your car without a key
e Make periodic cell phone calls
e Check in with On-Star

e Two way GPS navigation effortlessly routes
you around tie ups

e You buy gas with your fast pass

e You pickup your medications
e and walk out without stopping at a cash register

© Evidence Solutions, Inc. 2018.  Technology, Computer & Digital Forensics for over 30 years.

Infotainment Forensics Car & Truck Black Box Forensics



Arizona Computer Forensics Expert Black Box Forensics - AZ

What potential trail have you left
behind?

e Your car unlocked with a proximity sensor.

e Near Field Communication

e It is used to unlock vehicles when the Keyless
remote fob is nearby

e What if someone else was tracking that?

e Near field communication is also a wireless phone
technology that would allow you to make payments
for products from your cell phone
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What potential trail have left
behind?

e Cell phones with GPS

e Your carrier may have a database of where you
have been

e Cell phone records are kept for.... well it
depends.
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What potential trail have left
behind?

e Toll booths certainly tell a tale.
e Smart Toll booths / near field communication

e OnStar

e Currently only tracks your location when you
call or are in an accident

e They know your GPS coordinates
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What potential trail have left
behind?

e Two way GPS navigation systems
e Know your GPS coordinates

e Even one way GPS systems can learn your habits
and predict your route

e Buy gas with your fast pass
e Drug register-less purchase ( RFID )
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Black Boxes

Airbag Control Module
Airbag Control Unit
Event Data Recorder

AKA
Car Black Box
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Black Boxes / EDR
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Black Boxes / EDR

e Automobile Black Boxes

e Nearly all vehicles with an air bag have a crash
recorder.

e GM was the first to allow access to EDR data

e GM vehicles after model year 1990 will become
harvestable.

e In 2002 Ford followed suit by allowing access to some
models

e Other manufacturers also have black boxes capable of
recording crash data but have not yet provided the
codes needed to interpret the information.
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Black Boxes / EDR

e What data can Automobile Black Boxes collect?
e Seconds Vehicle Engine Percent Brake Switch

Before Deployment Speed (mph) Speed (RPM)
Throttle Circuit Status
Seconds Speed RPM Throttle Brake

57 4032 100 OFF
65 4160 70 OFF
62 2304 ON
55 1088 ON
47 896 ON
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Black Boxes / EDR

e Automobile Black Boxes

e Approximately 35% of all private passenger
vehicles on the highway have black box data
that is harvestable. Therefore, in two vehicle
accidents there is now about a 70% chance
that one of the two vehicles has harvestable
data.
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Infotainment Systems

Infotainment Systems are collectable and
have tremendous amounts of data stored in
them.
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Infotainment Systems
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Infotainment Systems

Location / GPS

Automated functions

Lane keeping

AEB — Automatic Emergency Braking
Communications Data

SMS / Text Messages

Email

Call Logs
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Infotainment Systems

Radio
Station
Volume
Etc

Lights
Interior
Exterior

Parental and Valet Controls
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Infotainment Systems
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Key Fobs

BMW, Audi & Others
VIN
Vehicle Mileage
Last time in vehicle
Fuel Level
Engine Temperature
Outside Temperature
Battery Voltage

And More!
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Truck Black Boxes

AKA:
Engine Control Unit (ECU)
Engine Control Module (ECM)
Black Box
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Truck Black Boxes

Truck Black boxes have become increasingly
sophisticated over time. Newer modern
devices have a tremendous amount of
memory.
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Truck Case Examples

Commercial Truck Driver
Driving in the oil fields in Texas
On for an hour off for an hour
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Sample Truck Data
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Sample Truck Data
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The following represents the
approximate number of text
messages sent by Defendant
while he was driving his tractor-
trailer.
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April 2012
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Text Count for Plaintiff while driving
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Bytes Per Minute Analysis
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"Digital Evidence in Injury Cases"
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"Digital Evidence in Injury Cases"
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"Digital Evidence in Injury Cases"
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Electronic Logging Devices
( ELDs)

ELDs must be installed and in use by the
December 16, 2017 deadline which is two years
after the publication date. The mandate applies
to all drivers who are required to keep records of
duty status, except commercial drivers who 1)
drive eight or fewer days out of every 30
working days; 2) drivers in drive-away and
towing operations and 3) operators who are
driving vehicles older than model year 2000.
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Electronic Logging Devices
@=L

ELDs must be able to automatically record
date, time and location information.
Location will generally be in the form of
GPS coordinates, but GPS is not required.
It also must record engine hours which
must be synchronized from the engine on
and off time. Finally, the vehicle miles and
driver identification information must be
logged.

© Evidence Solutions, Inc. 2018.  Technology, Computer & Digital Forensics for over 30 years.

Infotainment Forensics Car & Truck Black Box Forensics



Arizona Computer Forensics Expert Black Box Forensics - AZ

Electronic Logging Devices
( ELDs)

The rule also requires compliant devices to be
able to transfer data during roadside inspections.
Acceptable interfaces to supply the data

include: email, USB, Bluetooth, or a wireless
Web-based services. In addition, ELDs must be
able to display a graphic representation of the
driver’s daily duty status changes. This must be
generated either on the screen of the unit or
available in a printout.
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There is only one problem
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Omnitracs Device Data
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Omnitracs Device Data
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Vehicle Maintenance Systems

Records of what happened when & by whom
Telematics / Electronic Logging Devices

They aren't theend
Self Driving / Automation in Cars

Sofer.... eventually
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There are a number of applications that can
be installed on cell phones to prevent texting
and driving.

DriveOFF — Free

DriveM ode — Free

TextBuster - $179

DriveScribe - Free
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Scott Greene: Other topics available

Computer Forensics

Computer Forensics for Defense Attorneys

Personal Privacy in the Information Age

High Technology: Just where is technology going?

Bypassing Security: How They Steal Company Data

Fundamentals of Digital Forensics

Technology Forensics: Theory & Potential... is it Science or Art?
Technology Forensics: Case Examples

Technology Forensics: Intellectual property and identity theft
Technology Forensics: Hardware and Software tools / Show and Tell

Portable Devices Issues and Answers: A discussion about cell phones and the stories
they can tell.

Anti-Digital Forensics. Or is it Digital Anti-Forensics?
Data Security and Confidentiality Issues
E-mail: The digital Smoking Gun
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