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Case Studies in Electronic
Medical Record Data

Manipulation

Faculty:
Scott Greene
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Scott Greene

 Has been doing computer consulting for over 35 years.

 Performing:
 Custom programming
 Design and optimization
 Database administration
 Network and workstation general support

 For:
 Service
 Retail
 Hospitality
 Legal
 Manufacturing
 Medical
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How am I going to get there?

 A Civil Case: Medical Billing

 With a few other things thrown in…
EMR Forensics For Instance
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Electronically Stored
Information in Litigation

 Frequently we are presented with data that appears
perfectly normal and supports a particular side to a case.

 Unfortunately software, displays data in a sorted and
organized form. Manipulated Data will not be evident
when looking at standard reports.
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Reasons to examine electronic
data

 Almost all documents are now ‘word
processing’ documents.

 Nearly all business activities are now
computerized

 E-mail communications have surpassed
telephone and postal ( snail mail )
communication.

 Text Messages now overshadow E-mail
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What can data Forensics Tell Us?

 Almost Everything: from the character of the user to their
interests, activities, financial health, acquaintances and
more.

 Collected from their life online: applications, email
systems, web browsers and free space.

 The details from their life, outlook, intelligence and
interactions are as individual as any fingerprint.

 All Public & Private business transactions,
communications with accomplices, fraud indicators and
much more are frequently available.
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Billing Case

 Plaintiff Company:

 Contracted to bill for a high end medical
specialist with his own surgical facility.

 Maintained:

 That they properly billed for all services.

 The did so in a timely manner.
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Billing Case

 Defendant Doctor/Surgical Facility

 Maintained that the Plaintiff did not bill timely

 Determined that the Plaintiff chose to
concentrate on the large ticket bills
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Case BS ( Before Scott )

 Procedural issues of the billing dispute

 Discovery disputes – billing company
claimed that it didn’t have certain data

 Arbitrator failed to order production of
billing software until eve of arbitration
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Scott’s Special Master Tasks

 Evidence Solutions was tasked with
analyzing the software and determining
what standard reports were available from
the system.
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Scott’s Special Master Tasks

 Unable to get the software running we
decided to look at the data.
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The first report from the
database.

claction1 package.pdf
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Claims Without Payment

nopaymentclaims prov B 0
payment.pdf
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EMR Data What to Look For
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EMR Data What to Look For

Copyright Evidence Solutions, Inc. 2018.
Computer, Technology & Digital Forensics.

EMR Data What to Look For
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More EMR Data

:rank TIMESTAMP MRN
PATIENT
NAME

VIP_DISPL
AY

FACILI
TY

NURSE_U
NIT

USER_NA
ME

PRSNL_NA
ME ROLE

DEVICE_NA
ME

CITRIX_SER
VER APPLICATION EVENT_NAME EVENT_TYPE task

PARTICIPANT_ID_
TYPE

PARTICIPANT
_ID PARTICIPANT_NAME

0
11/20/2011 16:38:51
EST

ESI9362
73 MARY SMY EMRM

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry Lab Common Inquiry View Results Accession 7281766 11-324-01330

1
11/20/2011 16:39:07
EST

ESI9362
73 MARY SMY EMRM

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry Lab Common Modify Maintain Results Accession 7281766 11-324-01330

2
11/20/2011 16:39:07
EST

ESI9362
73 MARY SMY EMRM

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry Maintain Order Tasks UPDATE: Results Order 303398568

Urine, Nurse collect, Collected, Start Date 11/20/11 13:55, Stat collect, 11/20/11 13:55, Clean Catch, Urine Culture if nitrite + or ,>, 10 WBC/hpf or Leukocytes
Reason: uti symptoms

3
11/20/2011 16:39:08
EST

ESI9362
73 MARY

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry

Maintain Clinical
Events

Write/Update
Results UPDATE: Results Patient 2187382 Mary

4
11/20/2011 16:41:58
EST

ESI9362
73 MARY SMY EMRM

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry Lab Common Inquiry View Results Accession 7281763 11-324-01327

5
11/20/2011 16:42:05
EST

ESI9362
73 MARY SMY EMRM

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry Lab Common Modify Maintain Results Accession 7281763 11-324-01327

6
11/20/2011 16:42:05
EST

ESI9362
73 MARY SMY EMRM

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry Maintain Order Tasks UPDATE: Results Order 303393269 Blood, Nurse collect, Stat collect, Start Date 11/20/11 13:41, 11/20/11 13:41

7
11/20/2011 16:42:05
EST

ESI9362
73 MARY SMY EMRM SYSTEM SYSTEM DBA ahtuaz2 NO INFO

Servers and Services: Discern Expert
Server View Orders Modify Details

RUN Discern Expert: Server
Task Order 303393269 Blood, Nurse collect, Stat collect, Start Date 11/20/11 13:41, 11/20/11 13:41

8
11/20/2011 16:42:06
EST

ESI9362
73 MARY SMY EMRM SYSTEM SYSTEM DBA ahtuaz2 NO INFO

Servers and Services: Discern Expert
Server View Orders Modify Details

RUN Discern Expert: Server
Task Order 303393269 Blood, Nurse collect, Stat collect, Start Date 11/20/11 13:41, 11/20/11 13:41

9
11/20/2011 16:42:06
EST

ESI9362
73 MARY

RJOHNSO
N1 Ryan

AHTU_PathNet: Medical
Technologist BA108588

AHTUAZCTX
19

PathNet General Lab: Accession Result
Entry

Maintain Clinical
Events

Write/Update
Results UPDATE: Results Patient 2187382 Mary

10
11/20/2011 16:42:06
EST

ESI9362
73 MARY SMY EMRM SYSTEM SYSTEM DBA ahtuaz2 NO INFO Server: Orm Order Write Maintain Order Tasks UPDATE SCS Netting Task Order 303403241 Blood, Nurse collect, Collected, Stat collect, Start Date 11/20/11 13:55, 11/20/11 13:55

11
11/20/2011 16:42:07
EST

ESI9362
73 MARY SMY EMRM SYSTEM SYSTEM DBA ahtuaz2 NO INFO Server: Orm Order Write Maintain Order Tasks UPDATE SCS Netting Task Order 303403248 Blood, Nurse collect, Collected, Stat collect, Start Date 11/20/11 13:55, 11/20/11 13:55

12
11/20/2011 16:44:05
EST

ESI9362
73 MARY SMY EMRM SYSTEM SYSTEM DBA ahtuaz2 NO INFO Server: Inbound Dispense Server Maintain Order Medication RUN Fill Server Order 303393436 4 mg, = 1 mL, Soln, IV Push, q30min, PRN, PRN Reason Pain, Routine, Start Date 11/20/11 13:41, Max total = 12 mg, ED order only

13
11/20/2011 16:44:06
EST

ESI9362
73 MARY SMY EMRM SYSTEM SYSTEM DBA ahtuaz2 NO INFO Server: Inbound Dispense Server Maintain Order Medication RUN Fill Server Order 303397652 Soln, As Directed, Once, Start Date 11/20/11 14:05, Physician Stop, Stop date 11/20/11 14:05
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:rank TIMESTAMP MRN PATIENT NAME FACILITY NURSE_UNIT

011/20/2011 16:38:51 EST ESI936273 MARY SMY EMRM

111/20/2011 16:39:07 EST ESI936273 MARY SMY EMRM

211/20/2011 16:39:07 EST ESI936273 MARY SMY EMRM

311/20/2011 16:39:08 EST ESI936273 MARY

411/20/2011 16:41:58 EST ESI936273 MARY SMY EMRM

511/20/2011 16:42:05 EST ESI936273 MARY SMY EMRM

611/20/2011 16:42:05 EST ESI936273 MARY SMY EMRM

711/20/2011 16:42:05 EST ESI936273 MARY SMY EMRM

811/20/2011 16:42:06 EST ESI936273 MARY SMY EMRM

911/20/2011 16:42:06 EST ESI936273 MARY

1011/20/2011 16:42:06 EST ESI936273 MARY SMY EMRM

1111/20/2011 16:42:07 EST ESI936273 MARY SMY EMRM

1211/20/2011 16:44:05 EST ESI936273 MARY SMY EMRM

1311/20/2011 16:44:06 EST ESI936273 MARY SMY EMRM
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USER_NAME PRSNL_NAME ROLE DEVICE_NAME CITRIX_SERVER

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

SYSTEM SYSTEM DBA ahtuaz2 NO INFO

SYSTEM SYSTEM DBA ahtuaz2 NO INFO

RJOHNSON1 Ryan AHTU_PathNet: Medical Technologist BA108588 AHTUAZCTX19

SYSTEM SYSTEM DBA ahtuaz2 NO INFO

SYSTEM SYSTEM DBA ahtuaz2 NO INFO

SYSTEM SYSTEM DBA ahtuaz2 NO INFO

SYSTEM SYSTEM DBA ahtuaz2 NO INFO
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APPLICATION EVENT_NAME EVENT_TYPE

PathNet General Lab: Accession Result Entry Lab Common Inquiry View Results

PathNet General Lab: Accession Result Entry Lab Common Modify Maintain Results

PathNet General Lab: Accession Result Entry Maintain Order Tasks

PathNet General Lab: Accession Result Entry Maintain Clinical Events Write/Update Results

PathNet General Lab: Accession Result Entry Lab Common Inquiry View Results

PathNet General Lab: Accession Result Entry Lab Common Modify Maintain Results

PathNet General Lab: Accession Result Entry Maintain Order Tasks

Servers and Services: Discern Expert Server View Orders Modify Details

Servers and Services: Discern Expert Server View Orders Modify Details

PathNet General Lab: Accession Result Entry Maintain Clinical Events Write/Update Results

Server: Orm Order Write Maintain Order Tasks

Server: Orm Order Write Maintain Order Tasks

Server: Inbound Dispense Server Maintain Order Medication

Server: Inbound Dispense Server Maintain Order Medication

Copyright Evidence Solutions, Inc. 2018.
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task PARTICIPANT_ID_TYPE PARTICIPANT_ID PARTICIPANT_NAME

Accession 7281766 11-324-01330

Accession 7281766 11-324-01330

UPDATE: Results Order 303398568
Urine, Nurse collect, Collected, Start Date 11/20/11 13:55, Stat collect, 11/20/11 13:55, Clean Catch, Urine Culture if nitrite + or ,>, 10 WBC/hpf or Leukocytes
Reason: uti symptoms

UPDATE: Results Patient 2187382 Mary

Accession 7281763 11-324-01327

Accession 7281763 11-324-01327

UPDATE: Results Order 303393269 Blood, Nurse collect, Stat collect, Start Date 11/20/11 13:41, 11/20/11 13:41

RUN Discern Expert: Server Task Order 303393269 Blood, Nurse collect, Stat collect, Start Date 11/20/11 13:41, 11/20/11 13:41

RUN Discern Expert: Server Task Order 303393269 Blood, Nurse collect, Stat collect, Start Date 11/20/11 13:41, 11/20/11 13:41

UPDATE: Results Patient 2187382 Mary

UPDATE SCS Netting Task Order 303403241 Blood, Nurse collect, Collected, Stat collect, Start Date 11/20/11 13:55, 11/20/11 13:55

UPDATE SCS Netting Task Order 303403248 Blood, Nurse collect, Collected, Stat collect, Start Date 11/20/11 13:55, 11/20/11 13:55

RUN Fill Server Order 303393436 4 mg, = 1 mL, Soln, IV Push, q30min, PRN, PRN Reason Pain, Routine, Start Date 11/20/11 13:41, Max total = 12 mg, ED order only

RUN Fill Server Order 303397652 Soln, As Directed, Once, Start Date 11/20/11 14:05, Physician Stop, Stop date 11/20/11 14:05
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What to Ask for?

 Request for Production

 No. 1: All information in your possession
regarding your patient Jane Smith. This
request is specifically intended to require
production of information beyond what
may be deemed the medical records or
the “designated record set.”
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What to Ask for?

 No. 1: In the event you maintain an
electronic medical records system, this
request for production is intended to require
the production of every possible data set (or
categories of data) that your electronic
medical record system can provide. In the
event you claim that information in your
possession is privileged or work product,
provide a privilege log specifying the
privileged items.

Copyright Evidence Solutions, Inc. 2018.
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What to Ask for?

 No. 2: The print screen of Defendant’s
EMR computer system that provides the
data sets that Defendant may select for
printing of Plaintiff’s medical records.
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What to Ask for?

 No. 3: Any Room Activity Report, Detailed
Room Activity Report, and/or any report
documenting any visit by hospital
personnel or health care providers to
decedent/patient’s room or that tracks the
location and timing of decedent/patient in
the hospital

Copyright Evidence Solutions, Inc. 2018.
Computer, Technology & Digital Forensics.



Digital Data Forensics Expert Witness Electronic Medical Record Forensics - AZ

EMR Forensics / EPIC Forensics / Cerner
Forensics 21

Copyright Evidence Solutions, Inc. 2018.
Computer, Technology & Digital Forensics.

Doctor’s Company: ehr are causing medical errors

• Analysis of EHR Contributing Factors in
Medical Professional Liability Claims

• Lack of Physician training: Not
seeing available data, including
radiology. GYN not seeing recent CT.

• Alerts: Failure of system to transmit
data to caregivers, including critical
value alerts

Copyright Evidence Solutions, Inc. 2018.
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Doctor’s Company: ehr are causing medical errors

• Analysis of EHR Contributing Factors in
Medical Professional Liability Claims

• Data Entry: wrong patient, wrong test,
wrong data.
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What to Ask For

Meta Data

Inside The System

Outside The System

Hosted Locally

Cloud Based

Copyright Evidence Solutions, Inc. 2018.
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Each System is Unique

Data Dictionaries

Exports of Data

Reviewing Other Relevant Data – HIPAA
Issues

Copy and Paste

Templates
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Manipulation

Back Charting

Changing Dates

New Data Entered Later

Editing of the Database
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What to do / How to do it

 Meta Data is Everywhere

 – it can tell a much different story than the
data

 How do you know when to call for help?

 - upfront a consultant can steer a case in the
right direction

 - data that looks suspicious

Copyright Evidence Solutions, Inc. 2018.
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What to do / How to do it

 Are there things that should signal
suspicion that data has been altered?

 If it is too good to be true, it probably is.

 Can you do a quick review of data
produced to advise on what deeper review
is possible?

 Yes
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What to do / How to do it

 Do you have some practical tips for us in
writing discovery requests?

 Yes I have templates that can be used for all
sorts of discovery requests

Copyright Evidence Solutions, Inc. 2018.
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Contact Information

Scott Greene

of

Evidence Solutions, Inc.

866-795-7166

Scott@EvidenceSolutions.com


